Yaoting Wan ¥ felixwang1222@gmail.com
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Cybersecurity Analyst | Security Operations, Risk, Cloud, AppSec © github.com/JoKFA

Vancouver, BC | Open to Relocate @ linkedin.com/in/yaoting-wang/

Education

Master of Cybersecurity Sept 2025 — Expected Apr 2027
Simon Fraser University, Burnaby, BC

«Bachelor of Technology, Digital Forensics & Cybersecurity Sept 2023 — May 2025
British Columbia Institute of Technology, Vancouwver, BC

Experience

+Co-op, Information Security Jun 2026 — Present
Coast Capital Savings Hybrid, Canada

— Turned complex internal security projects into decision-ready security assessments, exposing threat paths and
control gaps to provide clear risk ratings and treatment recommendations.

— Assessed vendor security claims against ISO 27001, SOC 2 Type II, PenTest evidence, and OSINT, delivering risk
ratings for management decisions.

— Built audit-ready Archer records that connected source evidence, risk rationale, recommendations, and follow-up
actions across BAU and vendor assessments.

«Cybersecurity & DevSecOps Engineer Intern Feb 2025 — Jul 2025
VibesMeet LLC Remote, USA
— Moved security checks before merge by wiring Trivy, GitGuardian, and Terraform scanning into GitHub Actions,
catching secrets and CVEs across pull requests.

— Closed excessive AWS access paths and embedded least-privilege and MFA into onboarding and offboarding,
replacing ad-hoc lifecycle settings with a defensible access process.

— Turned TAM, secrets, and IaC expectations into a release checklist adopted by engineers for production
deployments.

«Cybersecurity Analyst Intern May 2024 — Aug 2024
BCIT Cyber Security Office Burnaby, BC, Canada
— Raised security-policy quality across 20+ renewals by validating control references against NIST and ISO 27001
before publication.

— Built a virtual investigation environment and authored four playbooks that gave analysts repeatable starting
points for incident investigations.

— Built BCIT’s awareness program for 1,000+ staff and students, with tabletop exercises showing 15% fewer
successful phishing attempts.

Technical Skills

Operations: Firewall, Network/System Security, SIEM (Splunk, Wazuh), Penetration Testing, Incident Response, IOC
Analysis, OSINT, MITRE ATT&CK, Burp Suite, Semgrep, Wireshark, CVE, OWASP Top 10

GRC: Threat Modelling, STRIDE, Third-Party Risk, Vendor Due Diligence, NIST CSF, ISO 27001, SOC, Control Testing,
Internal Audit, Archer, Jira

DevSecOps: AWS/Azure/GCP, CI/CD Security, IAM, Active Directory, MFA, RBAC, Least Privilege, Zero Trust, Secrets
Management, Docker

Automation: Python, IaC, PowerShell/Bash, JavaScript/TypeScript, React, REST APIs, SQL, Git, YAML

Projects

«MCP Security Framework
— Built a Docker-sandboxed scanner to expose MCP-specific attack paths, shipping 14 detectors mapped to CWE,
OWASP, and CVSS.
— Tested 604+ MCP servers for prompt injection, tool poisoning, excessive permissions, and credential exposure,
retaining HTML and JSONL evidence for review.

*Splunk SOC Lab
— Built detection coverage across Windows Event Logs, Sysmon, and firewall data, translating attack scenarios into
SPL detections.
— Tuned correlation rules and thresholds, then documented triage workflows that made investigation steps
repeatable.

«2025 TELUS AI Hackathon
— Converted Semgrep findings into Al-assisted false-positive triage and developer-ready remediation guidance.
— Built a dashboard that paired vulnerable code with proposed fixes while retaining human review in the
secure-SDLC workflow.
Certifications

Cisco CCNA | CompTIA Security+ | Fortinet NSE 4 | Palo Alto EDU-120 | Google Cybersecurity | CISA (In Progress)
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